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Key to table

The drafting of this guide has been undertaken on a clause-by-clause basis that highlight changes
or additional clauses added to BS EN: 15713:2009 from BS 8470:2006 version. This will give an
easy reference to those reading this guideline. ‘Add’ denotes an additional clause or note.

Foreword

British Standard 8470:2006 was forwarded to CENELEC to be adopted as a European
Standard BS EN 15713:2009. The document was published in June 2009.

The main point in the foreword is to highlight BS 8470:2006 will be withdrawn as a National
Standard in October 2009 and will be replaced by BS EN 15713:2009. The document
highlights changes with the European Standard.

BS BS EN: Content change detail
8470:2006 | 15713:2009
Clause ref | Clause ref

1 1 SCOPE

Within this clause “British Standard” has been replaced
with the word “European”. The wording has been altered
to “confidential material destruction” replacing “the
collection, transportation and destruction”

2 2 NORMATIVE REFERENCES

EN 50131-1 Alarm systems — Intrusion and hold-up
systems — Part 1: System requirements added instead
of BS 5979 Code of practice for remote centres
receiving signals from security systems, BS7499 Static
site guarding and mobile patrol service — Code of
practice, BS7858 Security screening of individuals
employed in a security environment — Code of practice
and PD6662 Scheme for the application of European
Standards for intruder and hold-up alarm systems

3 3 TERMS AND DEFINITIONS

Within this clause “British Standard” has been replaced
with the word “European”

3.1 3.1 “Secure destruction of confidential material” has been
altered to read “Management and control of confidential
material destruction”

New 3.7 New clause has been added, “Data processor” - any
person (other than an employee of the data controller)
who processes the data on behalf of the data controller

New 3.8 New clause has been added, “Data controller” — person
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who (either alone or jointly or in common with other
persons) determines the purpose for which and the
manner in which any personal data are, or are to be,
processed

4 4 COMPANY PREMISES

Note Removed After the title, the note has been removed, as it is no
longer applicable to this section

4.2 4.2 EN 50131-1 has replaced PD 6662 within the clause.
The phrasing has been altered outlining “monitored by
an alarm receiving centre should be installed in the
premises”.
“In accordance with BS 7499” has been removed at the
end of the clause

5 5 CONTRACTS AND AUDIT TRAIL

5. b) Note Removed After bullet point B, the note has been removed, as it is
no longer applicable to this section

6 6 SUB-CONTRACTING
Within this clause “British Standard” has been replaced
with the word “European”

7 7 SECURITY SCREENING OF PERSONNEL
“BS 7858” has been replaced with “with the appropriate
National Standard”

Bibliography | Removed BIBLIOGRAPHY

This is no longer included
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Introduction

BS8470:2006 provides organisations with recommendations for the management and control of collection,
transportation and destruction of confidential material to ensure such material is disposed of securely and safely.

The standard has the following requirements:

. Confidential destruction premises

Must have an administration office where necessary records and documentation is kept for conducting
business.

The premises should be isolated from other business or activities on the same site.

Organisations should have an intruder alarm installed to PD6662, monitored by an approved BS5979 alarm
receiving centre.

A CCTV system with recording facilities should monitor the unloading and processing areas.

2. Contracts

A written contract covering all transactions should exist between the client and the organisation.
Sub-contracted work should only be allocated to companies following the recommendations in BS8470.
In every case, clients should be informed if sub-contractors are used.

3. Personnel

All staff should be screened in accordance with BS7858.
All staff should sign a deed of confidentiality.

4. Collection and retention of confidential material

Confidential material to be collected should remain protected from unauthorised access from the point of
collection to complete destruction.

The destruction of confidential material should take place within one working day from arrival at the
destruction centre.

5. Vehicles (off site)

Should be either box bodied or have a demountable container.

Where a curtain side vehicle is used, material should be transported within a suitable sealed secure container.
Should be able to communicate with home base by radio or telephone.

Should be fitted with electro-mechanical immobiliser or alarm system.

Should be closed and locked/or sealed during transit.

Should be immobilised or alarmed when left unattended.
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6. Vehicles (on site)

e Should be box bodied.

© Should be fitted with lockable and/or sealable doors.

e Should be able to communicate with the home base by radio or telephone.
® Should not be left unattended when unprocessed material is onboard.

7. Environmental issues

© Where practicable, end products should be recycled.
® |f recycling is not practicable, the cost and convenience of other methods should be taken into account.
e Landfill should only be used where no other method of disposal is practical.

BSIA member companies incorporate BS8470:2006 into their IS09001:2000 and are inspected annually
by a UKAS accredited certification body. For details of BSIA members, visit the BSIA website at
www.bsia.co.uk/shredding
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Categories of confidential material

Confidential material can be categorised as shown in Table 1. Guidance on the destruction of confidential

material (as categorised in Table 1) via specific destruction methods is given in Table 2.

Table 1

Category Description

A Paper, plans, documents and drawings

B SIM cards and negatives

C Video/audio tapes, diskettes, cassettes and film

D Computers including hard drives, embedded software, chip card readers,
components and other hardware

E ID cards, CDs and DVDs

F Counterfeit goods, printing plates, microfiche, credit and store cards and other
products

G Corporate or branded clothing and uniforms

H Medical x-rays and overhead projector slides

NOTE: Hazardous waste is not included in this table.

Table 2 — Material specific shred and disintegration sizes

?J:;i%earea migir?;um Material categories
Shred No. | of material | width cl\iltleztrrr]sgti?)fn Acceptable/unsuitable for material

mm? mm? A B C | D*| E |G | H
1 5000 25 Shred X | vV X v/
2 3600 60 Shred x|viv]x "2
3 2800 16 Shred I X\ v /X v
4 2000 12 Shred X | vV X v
5 800 6 Sgﬁfe;[a o |V XK vl v n/a
6 320 4 Sigriﬁije;:ate Vo K| e a
7 30 2 Disintegrate | n/a | v | nfa | v | V/ n/a
8 10 0.8 Disintegrate | nfa | v | nfa | V/ | V/ n/a

*Materials in category D should be destroyed so that information is unreadable and subject to secure disposal.
#Client and/or material specific

This guide is only an aide-memoire and does not replace any of the requirements of the standard.
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